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I. Introduction

Real Application Cluster (RAC) databases are primarily selected to take advantage of high availability, flexibly and scalability features. The RAC database is a 24x7 high availability solution which allows the database to always be accessible from other nodes in a cluster in case one of the nodes goes down. It also allows applications to run on lower cost hardware such as Linux-based x86, and as the size of the database and usage grows, the RAC architecture can be scaled to support increased demand.

Without proper monitoring and administration, increased growth and usage of the database may result in deterioration of performance. However, many of these issues can be avoided by staying proactive in areas of capacity planning, tuning and following the industry’s list of best practices. These tips range from building redundancy into the initial hardware configuration, to proper schema design. The capabilities and limitations of RAC also need to be understood properly for the product to remain effective.

When dealing with troubleshooting and tuning related issues, a proper systematic and controlled process needs to be adopted. At times it may be necessary to tune poorly responding queries from the top down, and at other times we may need to tune from the hardware up. The first method involves utilizing much of the same standard troubleshooting skills used to resolve issues in a single database environment and then investigating RAC specific events, such as interconnect performance, global cache waits, block access cost among others. In addition to the normal O/S utilities Oracle provides tools which help in performing configuration checks, quantifying performance of the database, and providing advisories on potential tuning related areas.

This presentation primarily deals with identifying tuning areas which are specific to RAC architecture. The information discussed here will be necessary to identify RAC specific issues, and compliment techniques already available in troubleshooting single database environments. It will also cover tuning-related best practices for different areas of RAC architecture which may help avoid loss of database service.

Architecture

The RAC environment includes a number of additional physical and software components which are not part of a standalone database. Some of the additions include processes for forming the database cluster, sharing data blocks, sending inter-instance messages as well as locking and queuing mechanisms. The clusterware, or cluster ready services (CRS) consists of three major components which exist as daemons, running out of the inittab on UNIX and Linux operating systems or as services on Windows. The three daemons are ocssd, the cluster synchronization services daemon; crsd, the cluster ready services daemon which is the main engine for maintaining availability of resources; and evmd, which is an event logger daemon. Of these components, ocssd and evmd run as oracle, while crsd runs as root. The crsd and evmd are set to start with the respawn option so that in the event of a failure they will be restarted. When running as part of CRS, the ocssd daemon is started with the fatal option, meaning a failure of the daemon will lead to a node restart. 

The cluster software uses files called the Oracle cluster registry (OCR), and voting disk which must be on shared storage so all nodes have access to them at all times. The OCR is essentially the metadata database for the cluster, keeping track of resources within the cluster where they are running, and where they can or should be running. The voting disk is used as a quorum disk for resolving split-brain scenarios. For example, should any cluster node lose network contact via the private interconnect with the other nodes in the cluster, those conflicts will be resolved via the information in the voting disk.

Each node has its own static IP address as well as a virtual IP (VIP) assigned during cluster software installation. The listener on each node is actually listening on the VIP, as client connections are meant to come in on that address. Should a node fail, the VIP will come online automatically on one of the other nodes in the cluster. The purpose is to reduce the time it takes for the client to recognize a node is down. If the VIP is responding from another node, the client will immediately get a response back when making a connection on that VIP. The response will actually be a logon failure, indicating that while the VIP is active there is no instance available at that address. The client then immediately retries the connection to another address in the list and successfully connects using the VIP of another functioning node in the cluster. This is referred to as rapid connect-time failover.
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Figure 1 – RAC Cluster Architecture

Cache Fusion

The major component of RAC that enables the sharing of data in memory across different nodes is the “Cache Fusion” technology. This technology essentially enables the shipping of blocks between the SGA's of nodes in a cluster, via the private interconnect. This avoids having to push the block down to disk to be reread into the buffer cache of another instance. 

When a block is read into the buffer cache of an instance in a RAC environment, a lock resource (different from a row-level lock) is assigned to that block to ensure the other instances are aware the block is in use. If another instance requests a copy of that block, it can be shipped across the interconnect directly to the SGA of the other instance. If the block in memory has been changed but not yet committed, a change record (CR) copy is shipped instead. This essentially means whenever possible, data blocks move between each instance's buffer cache without needing to be written to disk, the key is avoiding additional I/O necessary to synchronize the buffer caches of multiple instances. It is critical to have a high-speed interconnect for the cluster - because the assumption is the interconnect will always be faster than going to disk. 

Cache fusion is performed by the Lock Manager Service (LMS) process and is maintained in the Global Resource Directory (GRD) of the SGA. The GRD is really a central repository of resources and maintains the status of individual cached blocks and retains mapping of the data blocks available in memory. This information is updated across all nodes and is available to the SGA’s simultaneously. The Global Cache Service (GCS) and Global Enqueue Service (GES) processes are responsible for maintaining this information in the GRD. 

The GCS process guarantees cache coherency by administering a global lock resource on the blocks, which may be needed by an instance when attempting to modify a block. The LMS process is primarily responsible for transporting blocks across nodes for cache fusion requests. If there is a consistent read request, the LMS process rolls back the block making a consistent read image to ship across the interconnect to the requesting node. The LMS must also check constantly with the Lock manager daemon (LMD) background process to get lock requests. By default Oracle starts up one LMS process for every two CPU’s as this process is CPU intensive, there can be up to 10 such processes spawned automatically.
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Figure 2 – RAC Database Instances

II. Monitoring and Tuning

Before a RAC database is deployed to a production environment, a number of tests should be performed to gauge performance characteristics and obtain metrics on limits of the various components. This will establish a baseline and help to unravel configuration issues as well. The cluster should be stress tested thoroughly with special emphasis on throughput of the interconnect traffic and performance of the disk I/O subsystem. Tools such as Orion which can be downloaded from Oracle’s web site, can be used to simulate database I/O workload. Adjustments can then be made if necessary to improve the performance by modifying OS or database parameters. After benchmarking cluster performance, the application should also be load tested, but only after undergoing rigorous testing on a single instance database. This will help bring forward any application performance issues specific to the cluster architecture. Some major areas that may greatly benefit from tuning a RAC cluster will be discussed next, including components of the cluster interconnect, block access cost, OS performance and the disk I/O subsystem.
Cluster Interconnect

Performance of the RAC environment is heavily dependent on the ability to efficiently share data in the Global Cache. The interconnect network is used to provide the cache fusion, for data requests and the performance of this interconnect is dependant on numerous things, which range from the correct choice of the protocol, hardware, configuration, to the maximum throughput supported in the network. The sharing of data across the inter-instance SGA is also greatly dependent on the stability and saturation of the interconnect channel.

A. Interconnect Protocol

The most common interconnect network protocol is the User Datagram Protocol (UDP), a connectionless protocol over Gigabit Ethernet. It is recommended by Oracle, as it is the most stable and thoroughly tested protocol for the interconnect network. Another protocol supported by Oracle, is the IP over InfiniBand (IB). In Oracle RAC Release 10.2 and above however, a more efficient and low overhead protocol, called the Reliable Datagram Socket (RDS) is available. This protocol is 50% less CPU intensive than IP over IB with one half the latency of UDP and 50% faster cache-to-cache Oracle block throughput.

B. Network Interface Card (NIC) Bonding

At the physical level, redundancy and throughput can be increased for the interconnect NIC, by bonding or pairing at the OS level which involves, logically combining two or more network interface cards at the OS level. The required bandwidth for the interconnect traffic is directly proportional to the number of clustered nodes , speed of the CPU’s on these nodes, data access frequency, dataset size and usage of parallel processes. Typical bandwidth usage of the interconnect is between 10-30% of it's capacity, at greater than 70% the network is considered to be saturated.

C. Cluster & Network Verification 

To ensure the cluster configuration is correct, Oracle supplies a cluster verification tool, “cluvfy”. This is usually invoked before and after the cluster setup, but can be used at anytime there is a suspicion regarding the configuration of the cluster. One common misconfiguration, is interconnect traffic being routed through a public network causing contention for bandwidth. The cluster interconnect should always have a dedicated switch on a private subnet used only by the database nodes.

Oracle Clusterware Verify utility “cluvfy”:
[oracle@rac1 ~]$ cluvfy comp nodecon -n rac1

Verifying node connectivity 

Checking node connectivity...

Node connectivity check passed for subnet "10.10.10.0" with node(s) rac1.

Node connectivity check passed for subnet "172.16.150.0" with node(s) rac1.

.....
Oracle Interface Configuration tool “oifcfg”, used to confirm network IPs for the interconnect and public networks: 

[oracle@rac1]$ $ORA_CRS_HOME/bin/oifcfg getif

bond0  10.10.10.0  global  cluster_interconnect

eth0  172.16.150.0  global  public

[oracle@rac2]$ $ORA_CRS_HOME/bin/oifcfg getif

bond0  10.10.10.0  global  cluster_interconnect

eth0  172.16.150.0  global  public
The database instance alert log posts the interconnect and it's protocol, as well as the public network on startup found in background_dump_dest (bdump):

[oracle@rac1]$ vi alert_pms1.log

Thu Feb 15 03:47:18 2007

Starting ORACLE instance (normal)

…....

Interface type 1 bond0 10.10.10.0 configured from OCR for use as a cluster interconnect

Interface type 1 eth0 172.16.150.0 configured from OCR for use as  a public interface

cluster interconnect IPC version: Oracle UDP/IP (generic)
Example queries to determine IPs of the interconnect and public network for each node:

QUERY Node 1: SELECT * FROM X$KSXPIA;

ADDR             INDX   INST_ID PUB_KSXPIA  PICKED_KSXPIA   NAME_KSXPIA     IP_KSXPIA

---------------- ------ ------- ----------  -------------   -----------     ---------
0000002A97319FD8    0     1 
      N            OCR          bond0         10.10.10.1

0000002A97319FD8    1     1 
      Y            OCR           eth0       172.16.150.1

QUERY Node 1: SELECT * FROM V$CLUSTER_INTERCONNECTS;

NAME            IP_ADDRESS       IS_ SOURCE
--------------- ---------------- --- -------------------------------
bond0           10.10.10.1       NO  Oracle Cluster Repository


QUERY Node 1: SELECT * FROM V$CONFIGURED_INTERCONNECTS;
NAME            IP_ADDRESS       IS_ SOURCE
--------------- ---------------- --- -------------------------------

bond0           10.10.10.1       NO  Oracle Cluster Repository

eth0            172.16.150.1     YES Oracle Cluster Repository
QUERY Node 2: SELECT * FROM X$KSXPIA;
ADDR             INDX   INST_ID PUB_KSXPIA  PICKED_KSXPIA   NAME_KSXPIA     IP_KSXPIA

---------------- ------ ------- ----------  -------------   -----------     ---------
0000002A973152B8    0     2 
      N            OCR          bond0         10.10.10.2

0000002A973152B8    1     2         Y            OCR           eth0       172.16.150.2

Monitoring
A slow, busy or faulty interconnect should be monitored for dropped packets, timeouts, buffer overflows and transmit receive errors. This is one of the first areas that should be checked when performance issues are discovered to ensure the network is healthy. 

A. OS utilities

The OS can be verified using a variety of commands, including ifconfig and netstat. High values for “errors” and “dropped” packets indicate a problem. A high value for “overruns” suggests there are buffer overflows occurring, which could cause excessive traffic because of retransmissions. The RX and TX values, display the amount of data received and transmitted respectively. The Maximum Transfer Unit (MTU) value shows the maximum size of a packet that may be sent on one trip. With a larger capacity, fewer trips will be needed to share the block across instances.
The ifconfig –a command obtains detailed status and current IP information including both the public network and private interconnect:
[oracle@rac2]$ /sbin/ifconfig -a

bond0     Link encap:Ethernet  HWaddr 00:11:25:A8:6C:35

          inet addr:10.10.10.2  Bcast:10.10.10.3  Mask:255.255.255.252

          inet6 addr: fe80::211:25ff:fea8:6c35/64 Scope:Link

          UP BROADCAST RUNNING MASTER MULTICAST  MTU:1500  Metric:1

          RX packets:657830061 errors:0 dropped:0 overruns:0 frame:0

          TX packets:527418621 errors:0 dropped:0 overruns:0 carrier:0

          collisions:0 txqueuelen:0

          RX bytes:579340506510 (539.5 GiB)  TX bytes:430094970294 (400.5 GiB)

eth0      Link encap:Ethernet  HWaddr 00:11:25:A8:6C:34

          inet addr:172.16.150.2  Bcast:172.16.150.255  Mask:255.255.255.0

          inet6 addr: fe80::211:25ff:fea8:6c34/64 Scope:Link

          UP BROADCAST RUNNING MULTICAST  MTU:1500  Metric:1

          ……….
The netstat –s command obtains a detailed description of the network listing packet information by protocol, and may be valuable while troubleshooting interconnect issues:
[oracle@rac1]$ netstat -s

Ip:

    240744573 total packets received

    0 forwarded

    0 incoming packets discarded

……..

Tcp:

    84453 active connections openings

    92668 passive connection openings

……..

Udp:

    137338287 packets received

    7376 packets to unknown port received.

    0 packet receive errors

    148822392 packets sent

At times packet loss may occur in the network due to faulty hardware or misconfiguration, this could have a direct impact on the database. The RAC system in the next example was plagued with crashes, and using the “ping” command isolated the problem to a faulty gateway. The resulting loss of packets was causing the VIP to go offline, and in the process was shutting down the ASM and database instances. After making this determination, the gateway was replaced.
[oracle@rac1]$ while [ 1 ]; do date; ping -q -c 5 172.16.150.254 | grep -v "\-" | grep -v "rtt" | grep -v "PING" | grep -v "^$"; sleep 1; done

Tue Dec 26 21:00:26 PST 2006

5 packets transmitted, 4 received, 20% packet loss, time 4004ms  …..

B. Automatic Workload Repository (AWR) Report

In version 10gR2 the AWR report should generally suffice to analyze performance for a RAC environment too. RAC specific sections are included and provide statistical information about cache fusion performance. It also provides the throughput rate for the private interconnect and can be used to gauge traffic during peak times. 
Global Cache Load Profile 

The Cache Load Profile section shows the number of blocks which were sent or received by the instance. If the database only uses one block size, the amount of network traffic can be calculated as follows:
Network traffic received 
= Global Cache blocks received * DB block size = 4.3 * 8192 = .01 Mb/sec

Network traffic generated 
= Global Cache blocks served * DB block size = 23.44 * 8192 = .20 Mb/sec

Global Cache Load Profile

~~~~~~~~~~~~~~~~~~~~~~~~~    

                                      Per Second          Per Transaction

 

                     
--------------      ---------------------

  Global Cache blocks received:            4.30                   3.65

    Global Cache blocks served:           23.44                  19.90

     GCS/GES messages received:          133.03                 112.96

         GCS/GES messages sent:           78.61                  66.75

            DBWR Fusion writes:            0.11                   0.10

 Estd Interconnect traffic (KB)          263.20

Global Cache Efficiency 

The Cache Efficiency section gives a cache hit ratio providing a look into whether blocks are being retrieved from the local or remote instances. 

Global Cache Efficiency Percentages (Target local+remote100%)

Buffer access - local cache %: 99.91

Buffer access - remote cache %: 0.07

Buffer access - disk %:         0.02

Messaging Statistics 

The Cache and Enqueue Services section shows statistics on messages sent to other instances, providing a breakdown of messages sent as direct versus indirect. Direct messages are necessary to fulfill a request whereas indirect messages are not required to be processed right away and may be pooled for future transmission. These values should not exceed 1 millisecond. 

Global Cache and Enqueue Services - Messaging Statistics

~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~

Avg message sent queue time (ms):       
    0.4

Avg message sent queue time on ksxp (ms):     0.2

Avg message received queue time (ms):         0.0

Avg GCS message process time (ms):            0.0

Avg GES message process time (ms):            0.0

% of direct sent messages:            49.64

% of indirect sent messages:          24.73

% of flow controlled messages:        25.64

Wait Events

Analyzing and interpreting what sessions are waiting for, is an important method to determine where time is spent. In RAC, the wait time is attributed to an event which reflects the exact outcome of a request. Wait events specific for RAC databases are summarized in a broader category called the “Cluster Wait Class” and convey information valuable for performance analysis. They are used in the Automatic Database Diagnostic Monitor (ADDM) to enable precise diagnostics of the effect of cache fusion. 
The block-oriented wait event statistics indicate that a block was received as either the result of a 2-way or a 3-way message, that is, the block was sent from either the resource master requiring 1 message and 1 transfer, or was forwarded to a third node from which it was sent, requiring 2 messages and 1 block transfer.
The gc current block busy and gc cr block busy wait events indicate that the remote instance received the block after a remote instance processing delay. In most cases, this is due to a log flush. The existence of these wait events does not necessarily characterize high concurrency for the blocks. High concurrency is instead evidenced by the existence of the gc buffer busy event. This event indicates that the block was pinned or held up by a session on a remote instance. It can also indicate that a session on the same instance has already requested the block, which in either case is in transition between instances and the current session needs to wait behind it.
These events are usually the most frequent in the absence of block contention and the length of the wait is determined by the time it takes on the physical network, the time to process the request in the serving instances and the time it takes for the requesting process to wake up after the block arrives. The average wait time and the total wait time should be considered when being alerted to performance issues where these particular waits have a high impact. Usually, either interconnect or load issues or SQL execution against a large shared working set can be found to be the root cause.
The message-oriented wait event statistics indicate that no block was received because it was not cached in any instance.  Instead a global grant was given, enabling the requesting instance to read the block from disk or modify it. If the time consumed by these events is high, then it may be assumed that the frequently used SQL causes a lot of disk I/O (in the event of the cr grant) or that the workload inserts a lot of data and needs to find and format new blocks frequently (in the event of the current grant).
The contention-oriented wait event statistics indicate that a block was received which was pinned by a session on another node, was deferred because a change had not yet been flushed to disk or because of high concurrency, and therefore could not be shipped immediately. A buffer may also be busy locally when a session has already initiated a cache fusion operation and is waiting for its completion when another session on the same node is trying to read or modify the same data. High service times for blocks exchanged in the global cache may worsen contention, which can be caused by frequent concurrent read and write accesses to the same data.
The load-oriented wait events indicate that a delay in processing has occurred in the GCS, which is usually caused by high load, CPU saturation and would have to be solved by additional CPUs, load-balancing, off loading processing to different times or by adding a new cluster node. For the events mentioned here, wait time encompasses the entire round trip from the time a session starts to wait after initiating a block request, until the block arrives.
Detailed examples of some of the most important wait events for RAC are as follows.
GC cr/current block 2-way (block-oriented)
This wait event occurs during the cache fusion process when the requesting instance A sends a message to retrieve a data block from the master instance B. While waiting for the block to be sent, the wait event on A is classified as a “gc current request”. When instance B receives the request, it sends the required data block across the private interconnect. 
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Figure 3 – GC cr/current block 2- way

GC cr/current block 3-way (block-oriented)
If the block requested by A is not available on the master instance B, the request is redirected by B to instance C. If the block is available on instance C, it is transferred via the interconnect to the requesting instance A, otherwise the data must be retrieved from disk.

The cache fusion process eliminates requests from having to exceed three hops, which is the secret to scalability of the RAC architecture. In essence the cost of a data block retrieval request message, is independent of the number of nodes in the cluster, as a maximum of two nodes only need to be accessed to service any request.
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Figure 4 – GC cr/current block 3- way

GC current grant 2-way (message-oriented)
When instance B directs instance A to read the block from disk and grants a lock for this process, all time waited is logged against the “gc cr grant 2-way” wait event.

GC cr/current block busy (contention-oriented)
Indicates there was a delay before the block was sent to the requesting instance.

GC current grant busy (contention-oriented)
Shows permission to access the data block was granted, but blocked because other requests are still ahead of it.

GC cr/current block congested (load-oriented)
Identifies repeated requests by foreground processes for data blocks not serviced by the Lock Manager Service (LMS). This indicates the LMS process is not able to keep up with the requests. Increasing the GC_SERVER_PROCESSES parameter will spawn additional LMS process. Care must be taken when increasing this number as high queue lengths and scheduling delays in the OS can also cause LMS processing delays.

A. Block Access Cost and Latency

Block access cost is measured as the amount of resource needed to retrieve the data block from another instance. The cost of obtaining the blocks are dependent on a number of things, including the time it takes to send the message to the instance holding the block, the interprocess CPU usage, and the block server process time. This inter-instance message delay, is a small fraction of the overall time and is usually under 300 microseconds for UDP and 120 microseconds for RDS protocols. The interprocess CPU usage also adds a small time to the total with the most resource intensive process being the actual retrieval of the block. 

Block access latency is defined as the total time spent retrieving the required block from another instance. It is dependent on the processing time in Oracle, OS kernel, db_block_size, interconnect saturation and load on the node. All of these play a major role in delaying retrieval and transmission of the requested block.

B. Operating System

CPU utilization has a direct relationship on the latency of data block retrieval from the database. High CPU usage and long run queues, increase the time before the LMS process can be served. This in turn brings about slow service of the request and may become a bigger concern than the actual interconnect performance. The LMS process itself is CPU intensive, and not having enough cycles to service will immediately be noticed resulting in slow query response times. As mentioned earlier, Oracle starts up one LMS for every 2 CPU’s and in some circumstances, additional LMS processes may needed to improve the response time. Wait events like “gc cr/current block congested” indicate inability of the LMS process to keep up with data block retrieval requests.

C. I/O Capacity

I/O related problems can arise due to a number of reasons which range from misconfiguration of the disk array, to increased load due to the addition of new nodes. When configuring the array, disks with identical capacity and performance characteristics should be grouped together to ensure poor performing disks will not create inconsistent I/O activity. This can easily be verified by using the dd command on each of the mount points. 

Increasing I/O demand on one of the nodes in a cluster, can also decrease I/O capacity on the other nodes. Improper capacity planning before additional nodes are added, result in higher demands on the storage array and may lead to higher response times. Bad queries introduced into the environment are also responsible for higher I/O waits. Database wait events like “gc cr block busy” indicate there may be an issue with I/O throughput capacity of the system.

III. Best Practices
1. General

· Determine that the surviving nodes in the cluster, can service the additional workload with the failure of a clustered host. Ensure that there are enough resources available on the surviving nodes, including CPU cycles, memory, I/O throughput, etc. to handle the additional load with the new connections.

· Before deploying the RAC cluster in production, perform a load test and obtain bench marks on cluster performance, testing limits of the various components of the cluster, with special emphasis on performance metrics for the interconnect and the shared storage. 

· Prior to load testing of the application on RAC, ensure it has been thoroughly tested on a standalone database first, so that only RAC related wait events and issues come to the forefront.

· Verify parameter settings for the database and the OS are at their recommended values. 

· Check the top 5 wait events for GC “busy” and “congested” events.

· Avoid use of serialization in application design, as it can cause contention resulting in a less scalable applications.   

· Don’t make too many changes at the same time.
2. Network

· Increase the UDP buffer sizes to the OS maximum. Oracle recommends modification of the default and maximum value for the send and receive buffer sizes (SO_SNDBUF, SO_RCVBUF socket option) to 256KB. If needed these values can be increased up to 1Mb. In Linux these parameters can be modified by adding the following lines to the /etc/sysctl.conf file for each node in the RAC cluster. 

# Default setting in bytes of the socket receive buffer

   net.core.rmem_default=262144

# Default setting in bytes of the socket send buffer

   net.core.wmem_default=262144

# Maximum socket receive buffer size, set by using the SO_RCVBUF socket option

   net.core.rmem_max=262144

# Maximum socket send buffer size, set by using the SO_SNDBUF socket option

   net.core.wmem_max=262144

· NIC bonding or pairing should be a used, to provide send and receive side load balancing and failover capability for the interconnect interface. The NIC should also be configured to use full duplex mode.

· Incorrect sizing of the device queue can cause loss of data due to buffer overflow, which then triggers retransmission of data. This repeated retransmission of data can cause network saturation, resource consumption and response delays.

· OS limitations for data transfers can play an important role in reducing the data transfer rate. On one version of a Sun OS there is a limitation of 64KB packet size for the data transfer. On a system where large transactions are taking place this limitation may cause serious performance issues. 

· For large interconnect throughput requirements, jumbo frames can be used across the interconnect network to improve performance. For the throughput to be truly effective, all components of the network infrastructure should be able to support this. The usage of the jumbo frames will help lower the CPU utilization due to the overhead of using the bonding devices. The jumbo frame’s MTU is typically able to support a value of 9,000 bytes. With this increased network capacity, fewer number of frames will be needed for larger I/O’s. This in turn reduces the CPU usage, as it results in less interrupts for each application I/O.

· Ensure that the public network is not being used by the private interconnect. Usage of the public network will cause network resource contention.

· Monitor network for dropped packets, timeouts, buffer overflows, transmit receive errors using the various OS level commands, including ifconfig and netstat. 
3. Hardware
· Ensure redundancy in the servers, storage infrastructure, network and interconnect components.

· As nodes are added to the cluster, the Host Bus Adapter (HBA) cards, number of ports on the switch and number of controllers on the disk array must also be increased proportionately to maintain the same I/O throughput.

· Ensure that the LUNS are load balanced on both HBA ports, the primary path must be 50% on the first HBA and 50% on the second.

· Enable hyperthreading at the OS level. To verify if hyperthreading is enabled on a Linux system, compare the number of CPU’s listed in /proc/cpuinfo with the number of CPU’s shown in the “top” command. 

· Disk I/O can be improved by configuring Oracle to use asynchronous I/O and can be implemented by installing operating system specific patches. 

· Poor performance in Linux environments particularly with OLAP queries, parallel queries, backup and restore operations or queries which perform large I/O operations can be due to improper OS kernel settings. Changing the aio-max-size value to 1,048,576 instead of default 128k and aio-max-ns to 56K can dramatically improve performance. 

· Apply the necessary OS kernel, Oracle cluster and database patches.

4. Monitoring and Tuning
Never ignore the basics, as long periods of not monitoring will inevitably lead to potentially serious problems:
· Monitor CPU utilization.
· Monitor disk I/O service times, never over acceptable thresholds for vendor and/or platform.
· Monitor run queue to ensure it’s at optimal level.
List of common Linux OS monitoring tools:
· Overall tools sar, vmstat

· CPU /proc/cpuinfo, mpstat, top

· Memory /proc/meminfo, /proc/slabinfo, free

· Network /proc/net/dev, netstat, ifconfig, mii-tool
· Disk I/O iostat

· Kernel messages /var/log/messages, /var/log/dmesg

Familiarity with single instance performance monitoring and tuning is essential:

· Identify and tune contention using v$segment_statistics to identify objects involved.
· Concentrate on SQL code if CPU bound.
· Concentrate on I/O if the storage subsystem is saturated (adding more nodes or instances won’t help here).
· Maintain a balanced load on underlying systems such as database, OS, and storage. This is not only important for optimal performance, but can become critical for reliability.
· Excessive load on individual components like a single node in a cluster or an individual disk I/O subsystem, can invoke failures that would not normally be experienced.
· Make use of AWR reports - set automatic snapshots every 10-20 mins during stress testing, every hour during normal operations.
· Run AWR on all instances, not just one, staggered a couple of minutes apart.
· Concentrate on the top 5 wait events.
· A simple way to check which blocks are involved in wait events is to monitor V$SESSION_WAIT, and use that information to trace to the corresponding segments.
· Alert logs and trace files should be monitored for events, as on single instance.
Use Oracle Enterprise Manager Database Control or Grid Control:

· Both are cluster-aware and provide a central console to manage the cluster database.
· View the overall system status, number of nodes in the cluster and their current status.
· View alert messages aggregated across all the instances with lists for the source of each.
· Review issues that are affecting the entire cluster as well as those affecting individual instances.
· Monitor cluster cache coherency statistics to help identify processing trends and optimize performance.
· Receive notification if there are any VIP relocations.
· View status of the clusterware on each node (uses the “cluvfy” Cluster Verification Utility).
· Receive notification if node applications (nodeapps) starts or stops.
· Receive notification of issues in the clusterware alert log for the OCR, voting disk and node evictions.
· Monitor overall throughput across the private interconnect and errors if any.
· Receive notification if an instance is using the public interface due to misconfiguration.
· Identify causes of performance issues.
· Make decisions whether resources need to be added or redistributed.
· Tune SQL plans and schemas for better optimization.
IV. New Features and Conclusion

New Features in 10gR2 and 11g
· Fast Application Notification (FAN) introduced in 10gR2, provides integration between the database and application allowing the application to be aware of the current configuration of the cluster at any time so connections are only made to instances currently able to respond. The HA framework posts a FAN event when a state change occurs in the cluster. Oracle’s JDBC, ODP.NET and OCI clients are integrated with FAN and have the ability to react immediately. The Oracle connection pools will automatically clean up connections to an instance when a down event is received and create new connections when an up event is received to allow the application to immediately take advantage of the extra resource available.
· New 11g Automatic Storage Management (ASM) options include a “sysasm” role for the ASM instance only and a change to extent sizes so they no longer must be equal to allocation units (AU) sizes. ASM also now provides additional ASMCMD API commands making the instance easier to manage including a backup and restore mechanism for ASM metadata called md_backup and md_restore. The md_restore allows you to place the commands in a script file also, rather than just execute them so they can be run manually if desired.
· Automatic Workload Management (AWM) manages distribution of workloads to provide optimal performance for users and applications. With RAC 11g, the DBA can define up to 100 services to be provided by a single database allowing  workloads from applications to be broken up into manageable components based on business requirements such as service levels and priorities. A service can span one or more instances and an instance can support multiple services. When an outage occurs, services are automatically restored onto surviving instances, and when instances are restored, any services that are not running are restarted automatically.
· Extended Distance (stretch) Clusters introduced in 10gR2, is an architecture where nodes in the cluster reside in locations that are physically separate and can provide great value when used properly, but it’s critical that the limitations are well understood. For availability reasons, the data needs to be located at both sites and therefore mirrored. Distance can have a huge effect on performance so keeping the distance short and using costly dedicated direct networks are critical. This architecture fits best where the 2 datacenters are located relatively close (<~100km) and where the expensive costs of setting up direct cables with dedicated channels has already been taken. While this is a greater HA solution when compared to local RAC, you must remember it is not a full disaster recovery solution. Distance cannot be far enough to protect against major disasters, nor does it allow the extra protection against corruption or planned outages that a RAC and Data Guard combination may provide.
· Oracle Clusterware’s cluster ready services (CRS) from 10gR2 on, also provides HA framework infrastructure for non-Oracle applications. Now 3rd party or custom applications can be placed under the management and protection of Oracle Clusterware so that they either restart or failover to another node.
Conclusion
RAC databases are complex in nature and administration requires special skills and knowledge. By providing protection from hardware and software failures, RAC ensures systems availability with continuous data access. Oracle RAC removes single point of failure as with a single server so if a node in the cluster fails, the database continues running on the surviving nodes. Individual nodes may also be shutdown for maintenance while application users continue to work. It’s “scale out” and “scale up” features offer a platform, which can grow in any direction allowing enterprises to grow their businesses. These features are dependent however, on doing many things right from the initial choice of the hardware to proper monitoring of the system. It is imperative that the DBA managing a RAC system must have proper training and experience. 

Glossary Of Terms

· ADDM - Automatic Database Diagnostic Monitor, provides tuning and other advice using the AWR

· AWR - Automatic Workload Repository, for performance gathering statistics 

· Cache Fusion - uses interconnect to ship data blocks between the memory areas of nodes in the cluster

· FAN - Fast application notification, provides integration between the RAC database and the application
· GRD - Global Resource Directory, maintains mapping of data available in memory.

· GCS - Global Cache Service, guarantees cache coherency ensuring uncommitted data is not modified by another instance

· Interconnect - high speed, low latency private network for communication and block transfer between nodes.

· InfiniBand (IB) - network protocol supported for the interconnect network

· Jumbo Frames - network Maximum Transfer Unit (MTU) or maximum packet size greater than 1,500 bytes

· LMS - Lock Manager Service, process responsible for transporting blocks across nodes for cache fusion

· NIC Bonding - process of logically combining 2 or more physical network interface cards (NIC) to provide redundancy and higher throughput

· RDS - Reliable Datagram Socket, new network protocol supported for the interconnect network recommended for Oracle RAC 10.2.0.3 and higher

· UDP - User Datagram Protocol, network protocol supported for the interconnect network

· VIP - Virtual Internet Protocol, allows failover of the IP to the surviving node for high availability
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